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Inventory Setup and Policies

How do | set a Baseline for my Endpoints Compliance?
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Step 1: Go to Patches — Patches Catalog

Step 2: Filter on the patches you would like to set limitations on. Note: Do not forget to use More

Filters if needed

Step 3: Select the drop down arrow next to Saved Filters and select Save As to save the filter
Step 4: Go to Platform Configuration — Servers
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Step 5: Select the drop down arrow next to Manage Tags, select New Tag, and add a new tag
Step 6: Assign the tag to endpoints of the machines you would like to set limitations on by
checking the boxes next to the endpoints and selecting Assign Selected under the drop down
menu in Manage Tags

Step 7: Go to JetPatch — System — Compliance --



Create Compliance Rule

Rule Name * Rule disabled (|

Rule name

Description
Rule description

Endpoints Tag *

Select endpoints tag

Patch Filters *

Select patch filters v

Close CREATE

Step 8: Select + Add Exclusion Rule
Step 9: Give Name, Description, Endpoints Tag, and Saved Filter created in the process above



Where do | see my Endpoint Compliance versus the Baseline?
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Step 1: Go to Endpoints — Readiness
Step 2: Check to see your overall endpoint readiness in the diagrams
Step 3: Narrow down on problematic machines by using filters and sorting columns



| added a New endpoint to a Group. How do | make sure the
Endpoint deploys all patches already Approved for the Group?
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Step 1: When commissioning a new machine and adding the machine to a group, the endpoint
will then install all relevant patches approved previously for that group. If the remediation plans
have been deleted, this does not apply and a new remediation plan will need to be created for
the previously installed patches.



How do | Exclude specific Endpoints from my Patching Cycle?

Set Suspension Definitions

Please choose or remove suspension for selected
endpoints

(®) setsuspension () Remove suspension

Select suspension type

Between Dates

Timezone *
Select timezone

Start Date * End Date *

B )

Close SET SUSPENSION

Step 1: Go to Endpoints — Management

Step 2: Check the endpoint or endpoints you would like to exclude, click Select Action, click Set
Suspension

Step 3: Fill in necessary details. Note: Suspensions can be set by time or maintenance
schedules



Predictive Patching

How do | know my Patching Success Rate in my Upcoming
Remediation Cycle?
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Step 1: Go to Patches — Predictive Patching

Step 2: Select Environment and Run Patching Simulation to see the success rate of your entire
environment. Note: If the Predicted patching success rate is below 100%, click How to Improve
to see what endpoints are not in compliance and the reasons why

Step 3: If you are not running your entire environment in the upcoming remediation cycle, you
can filter down more closely on, Operating System, Endpoint Group or Remediation Plan
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Step 4: If you would like to use predictive patching through the remediation plans dashboard
and on a specific plan, go to Patches — Remediation Plans and select the Brain Icon on the
remediation plan



Intelligent Workflow (Pre and Post Patching)

How do | add specific Tasks to be Executed Automatically before
and after Patching?
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Step 1: Go to Systems — Workflows

Step 2: Create a workflow by selecting + Create Workflow and fill in Name and OS
Step 3: Add a Built-In reboot task to Post-Patching

Step 4: Use the workflow when manually or automatically creating a remediation plan



How do | Restart my Systems Automatically or at a Specific
Time?

Run Task On Endpoint
Please select a task to run on selected endpoints

Filter By Select Task

| reboot|

Category

Filter by Category Advanced Windows Reboot
Check if Windows Reboot is Required and ...

Interactive reboot

Linux_reboot_init6

Created By

Filter by Creator
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Run Task on specific time

Timezone * Date & Time *

Select timezone Select date & time ]

Close RUN TASK

Step 1: Go to Endpoints — Management

Step 2: Select endpoints, click Select Action and then Run Task

Step 3: Search for reboot task and select it

Step 4: Select Run Task at Specific Time for non-immediate execution. Then give Timezone and
Date & Time



Automatic Remediation

How do | deploy Patches Automatically at a Select Time?
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Step 1: Go to Patches — Patches Catalog

Step 2: Filter to the type of patches you are looking for. Do not forget you can use More Filters
Step 3: Click on Saved Filters, click Save As and fill in the Name and Description. Click Save
Step 4: Go to Patches — Remediation Plans
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Step 5: Select Action — Create/Edit Remediation Plan Rules
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Step 6: Click + Add Rule

Step 7: Give Name, Patch Filter created above, how often you would like the plan to repeat,

Time Zone

Step 8: Selecting Create a Plan Now will automatically create a plan once saved
Step 9: Selecting Activate the Plan on Creation will move the plan from the New column to the

Pending column automatically

Step 10: Select the workflow(s) you would like to use for the remediation plan
Step 11: Select Save and enable Automatic Creation at the top right of the window




Selective Remediation

How do | Deploy Individual and/or Group Patches?
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Step 1: Go to Patches — Patches Catalog

Step 2: Filter through the patches to find which patch(es) you are looking for. Note: Do not forget
to sort through the More Filters Section

Step 3: Select the patch(es) by clicking the empty box to the left of the specific patch(es) title.
Note: Select the grey box to select all patches filtered

Step 4: Select + Create Remediation Plan

Step 5: Configure Plan: Give a Name, Description and select the SLA Start and End date. Click
Save and Continue

Step 6: Approve Plan: Select the patch(es) by clicking the empty box to the left of Patch Title.
Select the drop down arrow next to Select Bulk Action and click Bulk Install to install all patches.
Click Save and Continue

Step 7: Create Cycle: Select the group(s) and workflow(s) for the plan. Click Save Cycle to save
the plan details in the New column of your Remediation Plans dashboard. Click Save & Activate
Plan to automatically move the plan into the Pending column to start the remediation process

b



How to Create a Remediation Plan Based on my Vulnerability
Scanner Report?
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Step 1: Go to Endpoints — Management

Step 2: Use relevant filters to sort on endpoints to remediate

Step 2: Select endpoints by checking the box(es) to the left hand side. Note: Checking the grey
box will select all

Step 3: Click Select Action and then Create a Remediation Plan Based On the specific
vulnerability scanner

Step 4: Select Edit Plan at the bottom to start the activation process (this will show up after step
3 has been completed)

Step 5: Configure Plan: Give a Name, Description and select the SLA Start and End date. Click
Save and Continue

Step 6: Approve Plan: Select the patch(es) by clicking the empty box to the left of Patch Title.
Select the drop down arrow next to Select Bulk Action and click Bulk Install to install all patches.
Click Save and Continue

Step 7: Create Cycle: Select the group(s) and workflow(s) for the plan. Click Save Cycle to save
the plan details in the New column of your Remediation Plans dashboard. Click Save & Activate
Plan to automatically move the plan into the Pending column to start the remediation process

b



How do | Rollback Patches or a Completed Remediation Plan?

Note: Rolling back is only applicable for enabled patch(es)

Option 1: Patches
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Step 1: Go to Patches — Patches Catalog

Step 2: Filter on patch(es) you would like to rollback
Step 3: Select + Create Remediation Plan

Step 4: Configure Plan: Give a Name, Description and select the SLA Start and End date. Click
Save and Continue
Step 5: Approve Plan: Select the patch(es) by clicking the empty box to the left of Patch Title.
Select the drop down arrow next to Select Bulk Action and click Bulk Remove to rollback all
patches. Click Save and Continue
Step 6: Create Cycle: Select the group(s) and workflow(s) for the plan. Click Save Cycle to save
the plan details in the New column of your Remediation Plans dashboard. Click Save & Activate
Plan to automatically move the plan into the Pending column to start the remediation process

b




Option 2: Remediation Plans
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Step 1: Go to Patches — Remediation Plans

Step 2: Find the remediation plan you would like to rollback, select the 3 dots icon, and click
duplicate

Step 3: Find the duplicate plan in the New column and select edit

Step 4: Configure Plan: Give a Name, Description and select the SLA Start and End date. Click
Save and Continue

Step 5: Approve Plan: Select the patch(es) by clicking the empty box to the left of Patch Title.
Select the drop down arrow next to Select Bulk Action and click Bulk Remove to rollback all
patches. Click Save and Continue

Step 6: Create Cycle: Select the group(s) and workflow(s) for the plan. Click Save Cycle to save
the plan details in the New column of your Remediation Plans dashboard. Click Save & Activate
Plan to automatically move the plan into the Pending column to start the remediation process



Emergency Remediation

How do | Deploy an Emergency Patch in my Environment

(Zero-day Patch)?
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Step 1: Go to System — Patches Catalog
Step 2: Create a Remediation Plan

Step 3: Configure Plan: Give a Name, Description and select the SLA Start and End date.

Save and Continue.

Step 4: Select Emergency Remediation Plan. Note: This will override the maintenance
schedules for all endpoints involved for this specific remediation plan

Click

Step 5: Approve Plan: Select the patch(es) by clicking the empty box to the left of Patch Title.
Select the drop down arrow next to Select Bulk Action and click Bulk Remove to rollback all

patches. Click Save and Continue

Step 6: Create Cycle: Select the group(s) and workflow(s) for the plan.

Step 7: Select the Emergency Maintenance Window
Step 8: Click Save Cycle to save the plan details in the New column of your Remediation Plans
dashboard. Click Save & Activate Plan to automatically move the plan into the Pending column

to start the remediation process

b




Reporting

Reporting the Compliance of my In Progress or Finished
Remediation Plans
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Step 1: Go to Patches — Remediations Plans
Step 2: Go to the specific remediation plan and select Compliance Report

Step 3: Scroll down to relevant patches or endpoints to view the breakdown and or patching
status. Note: To download the report, follow the remaining steps
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Step 4: Go to Endpoints — Management
Step 5: Filter on Remediation Plan to find your specific plan(s)

Step 6: Select the Floppy Disc icon in the bottom right corner, select Endpoints Management

Report and then select Download




Reporting on my Patching SLAs?

Download SLA Summary Report
The SLA report provides an overall update of all remediation plans

where the SLA start/end date falls within the selected timeframe.
More information can be found in Generate SLA Report

Please choose the SLA report details:

SLA: Start Date v

Between:  3/1/2021 [ to 3/31/2021 ()

Close DOWNLOAD

Step 1: Go to Dashboard

Step 2: Select Download Reports and then click SLA Summary

Step 3: Fill in whether you would like the report to be based off the SLA start or end date and
then give a date range

Step 4: Select Download



Reporting on Systems Missing Critical Patches?

Download Reports
Please select a report to download
Tiie
Report
oints Management Report

oints with Missing Patches

oints with Missing Security Patches

Close DOWNLOAD

Step 1: Go to Endpoints — Management
Step 2: Select the Floppy Disc icon, select Endpoints with Missing Patches and then Download
Step 3: Once downloaded, the severity column can be filtered to find critical patches



Troubleshooting

How do | check if my Patching Process has Failed?

Activity Details

Task 'Endpoint readiness for Linux endpoint’ finished with exit code 0

The task was launched by adil on endpoint 'AWS-AU-RHEL-8-01" at 01/20/2021 06:46 AM

{"status"’ OK SerrorDetails":", i N ion':""p: icy":™,)

Updales hasUpdateServlceLocatlon wsusUI i "[{"repold":"rhui-cli fig-
server-8", "enabled":"true”, numPackages 12 hasUpdateInfo "true” }(repold "rhui-codeready-
builder-for-rhel-8-thui-debug-rpms"enabled""false” ges”0; “false’),
{ repold “rhui-codeready-builder-for-rhel-8-rhui-

rpms"enabled""false”, numPackages™0, hasUpdatelnfo":"false},{"repold”:"thui-codeready-
builder-for-rhel-8-rhui-source-rpms”,'enabled":"false’, numPackages":0,'hasUpdatelnfo":"false"},
{ vepold “rhui-rhel-8-appstream-rhui-debug-

rpms”; enabled "false’,numPackages":0,"hasUpdatelnfo":"false"},{"repold": rh i

rpms",'enabled":"false”,’ g "false}{"repold"
i ckages“:ﬂ,"hasupdatelnfo "false’},("repold": rhul-rhel
Rchacanc.rhiii-mme"anahlad""tri10" 'mimPanckanac™A251 "hacl Indatalnfn’"tria") I'ranald"

Close  Copy To Clipboard DOWNLOAD

Step 1: Go to Endpoints — Activities

Step 2: Filter on specific endpoints or remediation plan

Step 3: View the status column

Step 4: If failed, go to the right side of the row, select the 3 dots and select View Details. This
will give more details into what might have failed



