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Reducing the Significant Risk of Known Exploited Vulnerabilities
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this Directive.
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Instead of only focusing on vulnerabilities that carry a specific CVSS score,
CISA is targeting vulnerabilities for remediation that have known exploits
and are being actively exploited by malicious cyber actors
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Managing vulnerability risks

CISA Known Exploited
Vulnerabilities (KEVs)

total number of known exploited
vulnerabilities in the database
on initial publication

The NVD database currently includes
more than 160,000 unique CVEson initial publication

only 4% of the total number of CVEs have been
publicly exploited

of the 4% of known exploited CVEs...

42% are being used on day
0 of the disclosure

50% within 2 days of the
disclosure

and 75% within 28 days of
the disclosure
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